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( Goal of the work

Provide designers of dependable systems with an adaptive fault-tolerance
mechanism allowing:

I « Error detection

[ .
 Error correction

The Proposed Architecture
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* Testability

» Graceful degradation
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Some results

» Case study: MiniMIPS@65nm

« 3 workloads

* Matrix Multiplication
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A novel Adaptive Fault Tolerant
Flip-Flop Architecture based on TMR
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I Modern ubiquitous computing require tiny, low-power and reliable devices.

Advances in CMOS miniaturization made electronic devices more ad more
unreliable.

| The classical TMR architecture provides high reliability but at the cost of a high
| power consumption.

| Many applications do not require high reliability all the time.

In a classical TMR architecture the whole system is triplicated and its outputs
are voted by a fault-free voter.

In the proposed approach conbinational and sequential logic are separately
triplicated and the voting is carried out by the flip-flop themselves.

The proposed architecture relies on the an adaptive TMR flip-flop.

The reliability services offered by the proposed architecture are dinamically

enabed/disabled by a controller:
- Single channel (no redundancy enabled, 1003)
* Error detection (2002 redudancy)
* Error correction (2003 redundancy)
« Sequential test of the flip-flops
 Parallel test of the flip-flops
* Anti-aging alternate use of the three available flip-flops
» Graceful degradation after a fault occurrence

] The TMR Flip-Flop
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Quick Sort
 MD5
Smart TMR 1003 | 2002 2003 TMR
Matrix Multiplication | 185% | 308% | 443% | 326%
Quick Sort 182% | 324% | 472% @ 306%
MD5 184% | 323% | 474% @ 341%
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D1, D2, D3:. data from the comb. logic.

When no redundancy is required two of the three
FFs are fed with ‘O’ so that the downstream comb.
logic does not switch.

Error. error detection signal (when both 2002 and
2003 redundancies are enabled).

C1, C2, C3: error correction signals (when 2003
redudancy is enabled).

d12, d13, d23: faulty FF identification signals (when
graceful degradation is enabled).

Q17, Q2, Q3: data to the comb. logic.

Scan_in: test input. Scan_out: test output (when
sequential/parallel test are enabled)
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