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DEPENDABILITY	
  

Dependability	
  

!  A	
  global	
  concept	
  that	
  subsumes	
  the	
  usual	
  a>ributes	
  of	
  
reliability,	
  availability,	
  safety,	
  integrity,	
  and	
  maintainability.	
  

!  The	
  ability	
  to	
  avoid	
  service	
  failures	
  that	
  can	
  happen	
  to	
  a	
  system	
  
frequently	
  and	
  severely	
  than	
  acceptable.	
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FAULT	
  TOLERANCE	
  

!  A	
  method	
  permiRng	
  to:	
  
!  Increase	
  the	
  dependability	
  
!  Avoid	
  services	
  failure	
  in	
  the	
  presence	
  of	
  faults	
  

!  Several	
  strategies	
  are	
  used	
  to	
  tolerate	
  faults:	
  
Redundancy	
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Space Redundancy Information Redundancy 
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FAULT	
  TOLERANCE	
  TECHNIQUES	
  

Techniques	
   Targeted	
  Layer	
   +/-­‐	
  
Hardware	
  Fault	
  
Tolerance	
  

Hardware	
  Layer	
   -­‐	
  EffecQve	
  
-­‐	
  Costly	
  in	
  term	
  of	
  equipment	
  

SoWware	
  
Implemented	
  
Hardware	
  Fault	
  
Tolerance	
  (SIHFT)	
  

OperaQng	
  System	
  Layer	
   -­‐	
  Requires	
  high	
  skills	
  to	
  modify	
  
the	
  OS	
  

Middleware	
  Layer	
   -­‐	
  Efficient	
  when	
  the	
  applicaQon	
  
is	
  not	
  modifiable,	
  and	
  the	
  
source	
  code	
  is	
  not	
  available	
  

ApplicaQon	
  So[ware	
  
Layer	
  

-­‐	
  Cheap	
  
-­‐	
  Be>er	
  soluQon	
  when	
  the	
  
source	
  code	
  is	
  available	
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FAULT	
  INJECTION	
  

!  A	
  validaQon	
  technique	
  of	
  the	
  dependability	
  for	
  fault	
  
tolerance	
  systems	
  

!  Evaluate	
  the	
  behavior	
  of	
  the	
  system	
  in	
  the	
  presence	
  of	
  
faults	
  

Fault	
  Injec/on	
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  Hardware	
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SoWware	
  FI	
  

Fault	
  Injec/on	
  

	
  High	
  Qme-­‐resoluQon.	
  
	
  
	
  Expensive	
  in	
  term	
  of	
  
equipment.	
  
	
  Risk	
  to	
  damage	
  the	
  
system.	
  

	
  It	
  reduces	
  the	
  
execuQon	
  Qme	
  
compared	
  to	
  the	
  
simulaQon-­‐based	
  FI	
  

	
  Costly	
  and	
  not	
  
flexible	
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Xcep/on	
   University	
  
of	
  Coimbra,	
  
Portugal	
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• 	
  It	
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  debugging	
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in	
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  of	
  faults.	
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RIFLE	
   University	
  
of	
  Coimbra,	
  
Portugal	
  

Hardware	
  
FI	
  

• 	
  Faults	
  are	
  injected	
  in	
  pin-­‐level	
  of	
  the	
  
modules.	
  
• 	
  It	
  performs	
  analysis	
  to	
  observe	
  the	
  impact	
  
of	
  faults	
  on	
  the	
  processor	
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LLVM-­‐BASED	
  FAULT	
  INJECTOR	
  

!  LLVM	
  is	
  a	
  compiler	
  infrastructure,	
  defines	
  an	
  abstracQon	
  layer	
  to	
  
make	
  the	
  informaQon	
  at	
  so[ware	
  level	
  and	
  the	
  informaQon	
  at	
  
hardware	
  level,	
  compaQble	
  and	
  easily	
  exchangeable	
  

KULFI	
  &	
  LLFI	
  
	
  

!  Transient	
  and	
  permanent	
  faults	
  injected	
  in	
  the	
  LLVM	
  Intermediate	
  
RepresentaQon	
  code	
  level	
  

	
  Target	
  the	
  so[ware	
  layer	
  independently	
  of	
  the	
  architecture	
  of	
  the	
  
hardware	
  system	
  
	
  Observe	
  the	
  effect	
  of	
  hardware	
  faults	
  in	
  the	
  behavior	
  of	
  the	
  
applicaQon	
  



FAUMACHINE	
  

!  Virtual	
  machine	
  similar	
  to	
  QEMU	
  or	
  Virtual	
  Box,	
  supports	
  Just-­‐In-­‐
Time	
  (JIT)	
  compiling	
  

!  It	
  supports	
  Linux	
  as	
  OS,	
  and	
  i386	
  and	
  x86_64	
  as	
  hardware	
  
	
  
!  Memory:	
  Transient	
  bit	
  flips	
  and	
  Permanent	
  stuck-­‐at	
  and	
  coupling	
  

faults	
  
!  Disk/CDROM:	
  Transient	
  and	
  permanent	
  block	
  and	
  whole	
  disk	
  faults	
  
!  Network:	
  Transient,	
  Intermi>ent	
  and	
  Permanent	
  send	
  and	
  receive	
  

faults	
  

	
  Thanks	
  to	
  virtualizaQon,	
  we	
  can	
  observe	
  the	
  fault	
  impacts	
  in	
  the	
  
behavior	
  of	
  the	
  whole	
  operaQng	
  system,	
  without	
  having	
  a	
  real	
  
hardware	
  system.	
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CONCLUSION	
  AND	
  PERSPECTIVE	
  

!  Define	
  the	
  so[ware	
  fault	
  model:	
  
!  The	
  misbehaviors	
  of	
  the	
  so[ware	
  due	
  to	
  the	
  propagaQon	
  of	
  a	
  

hardware	
  error	
  
!  It	
  should	
  be	
  able	
  to	
  simulate	
  in	
  a	
  so[ware	
  environment	
  that	
  

allows	
  injecQng	
  faults,	
  without	
  knowing	
  the	
  hardware	
  structure.	
  	
  

!  Simulate	
  the	
  fault	
  models	
  at	
  a	
  high	
  level	
  of	
  the	
  system	
  

!  Compare	
  the	
  obtained	
  results	
  with	
  the	
  result	
  of	
  the	
  simulaQon	
  of	
  
hardware	
  fault	
  in	
  a	
  real	
  hardware	
  system	
  




