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•  YOGITECH	  in	  CLERECO	  
–  suppor5ng	  WP2,	  WP3	  and	  WP4	  

ac5vi5es	  through	  our	  experience	  
on	  tools	  for	  characteriza5on	  of	  
func5onal	  safety	  for	  systems	  &	  
components	  

fRTools
EDA tools 

enabling safety 
analysis and 
verification

fRMethodology
Functional safety 

analysis and 
verification fRIPs

Hardware IPs 
implementing 

safety 
mechanisms

fRSTL
Software Test 

Libraries 
implementing 

safety 
mechanisms

•  The	  one-‐stop-‐shop	  for	  Func4onal	  Safety:	  
–  lead	  provider	  of	  products	  and	  services	  for	  

func5onal	  safety	  at	  integrated	  circuit	  level	  
–  ac5vely	  par5cipa5ng	  to	  interna5onal	  working	  

groups	  and	  commiRees	  and	  contribu5ng	  to	  
the	  prepara5on	  of	  interna5onal	  norma5ve	  
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Requirements	  from	  safety	  standards	  
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•  Func5onal	  safety	  standards	  define	  a	  complete	  “lifecycle”,	  from	  
concept	  level	  to	  produc5on	  and	  opera5on	  

ISO 26262 
lifecycle 

•  Safety	  lifecycle	  requires	  
both	  evalua3on	  of	  
poten5al	  viola5on	  of	  
safety	  goal	  (e.g.	  FMEDA)	  
and	  verifica3on	  (e.g.	  by	  
means	  of	  fault	  inser5on)	  

•  With	  the	  increasing	  
complexity	  of	  new	  
components	  and	  
applica5ons	  (e.g.	  ADAS),	  
evalua4on	  has	  a	  key	  role	  
in	  focusing	  the	  
verifica4on	  step	  –	  that	  
otherwise	  would	  become	  
quickly	  unaffordable	  
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HW	  random	  failures	  evalua4on	  
•  In	  func5onal	  safety	  standards,	  evalua5on	  of	  probability	  of	  HW	  

random	  failures	  can	  be	  summarized	  by	  a	  simple	  formula:	  

	  

•  Role	  of	  early	  evalua5on:	  
–  provide	  accurate	  es5ma5ons	  of	  λ	  and	  Λ	  
–  provide	  es5ma5ons	  of	  S	  and	  DC,	  to	  be	  verified	  with	  fault	  injec5on	  

•  Es5ma5on	  of	  Λ	  is	  one	  of	  the	  most	  difficult	  challenges	  
–  next	  slides	  describe	  our	  current	  approach	  and	  highlight	  improvement	  areas	  
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faults prevented by 
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from violating the 
safety goal 

Failure modes 
distribution 



PO 

PI 

About	  early	  evalua4on	  of	  Λ	  (0/3)	  
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•  Suppose	  you	  have	  some	  design	  …	  
	  



About	  early	  evalua4on	  of	  Λ	  (1/3)	  
•  Star5ng	  point	  for	  early	  evalua5on	  of	  Λ	  is	  to	  par55on	  the	  design	  

into	  “elementary	  parts”	  (EP)	  
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PO

PI

Root

Input cone
Input source

The elementary
part



About	  early	  evalua4on	  of	  Λ	  (2/3)	  
•  For	  each	  EP,	  we	  automa5cally	  extract	  from	  the	  design	  the	  

following	  informa5on:	  
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Root 

1. Elementary Part name 
Name associated to the cone  

(typically the cone Root name)  

2. Input Cone Area (CAR) 
Area of the logic belonging  

to the cone (  ) 

3. Number Sinks 

 Flip-Flops or Outs  

4. Number of Sources 
Number of the sources or  

Primary Input in the cone (  ) 



About	  early	  evalua4on	  of	  Λ	  (3/3)	  
• Based	  on:	  	  

a)  EP	  informa5on	  and	  	  
b)  connec5on	  between	  EP	  and	  FM	  	  

we	  es5mate	  the	  value	  of	  Λ	  

•  At	  present,	  connec5on	  
between	  EP	  and	  FM	  is	  done:	  
–  manually	  or	  	  
–  based	  on	  hierarchy	  informa5on	  	  

•  Current	  challenge	  (that	  we	  are	  
exploring	  within	  CLERECO)	  is	  
to	  automa5ze	  as	  much	  as	  
possible	  the	  EP-‐FM	  connec5on	  
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Register 1

Input
Flip-flop

Input
Flip-flop

CPU
load-store
unit

CPU
flag unit

CPU
register bank 

Register 2

Temporary
data flip-flop

CPU ALU

Failure mode:
wrong value produced
by CPU during an
arithmetic instruction

Output Load
Address register

Failure mode:
Wrong address during a CPU load 
instruction 

EP FM CAR Λ 

Output	  Load	  Address	  Register 
Wrong	  address	  loca5on	  
during	  CPU	  load	  
instruc5on	   

44 44/131	  	  
=	  33,6% 

Register	  1 
Wrong	  value	  produced	  
by	  CPU	  during	  an	  
arithme5c	  instruc5on 

38 (38+49)/131	  =	  
66,4% 

Register	  2 
49 

	   total 131 	   
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YOGITECH	  fRTools	  
Yogitech’s fRTool Suites comprise ... 

 

•  Safety Designer tool Suite: 
–  Drives the analysis 
–  Elaborates (primary) input data: 

•  Design files, Libraries, Technology data, Failure Rates, ... 

–  Provides intermediate and final results: 
•  Safety metrics estimation and calculation, fault injection lists, Safety Reports, ... 

 
•  Safety Verifier tool Suite : 

–  Performs the actual fault injection so to generate «real» (simulation-
derived) raw data to be compared against estimated data 

–  Uses a 3rd party fault simulator 
–  Limited report-generation capabilities 
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fRTools	  overview	  
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Safety Designer Main Features 
•  Design	  –	  Elementary	  Parts	  representa5on	  
•  Fault	  models:	  Permanent,	  Transient,	  Special	  
•  Failure	  Modes	  and	  Safety	  Mechanisms:	  built-‐in	  and	  user-‐defined	  
•  Failure	  rates	  computa5on	  
•  Failure	  Mode	  -‐	  Elementary	  Part	  Associa5on	  (many	  to	  many)	  
•  Opera5on	  modes:	  Es5ma5on,	  Back-‐annota5on	  

–  S	  and	  DC	  es5ma5on/computa5on	  
–  Safety	  Metrics	  computa5on	  

•  Fault	  Injec5on	  Plan	  genera5on:	  “where”	  and	  “how	  much”	  to	  inject	  
–  Preliminary	  	  
–  Refinements	  	  (based	  on	  fault	  infos)	  

•  Fault	  lists	  genera5on	  
•  FMEDA	  

–  High-‐Level	  (qualita5ve)	  
–  Detailed	  	  

•  Export	  (of	  FMEDA)	  analysis	  results	  

YOGITECH SpA - Proprietary 
and Confidential  	
 16	
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Standards	  vs.	  fRMethodology	  &	  fRTools	  
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fRMethodology	


fRTools	


)1()1( DCSDU −×−×Λ×= λλ

Safety Designer	


Safety Verifier	


Norms: IEC 61508, ISO 26262 	




Summary	  
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•  Func5onal	  safety	  standards	  mandate	  a	  combina5on	  of	  early	  
evalua4on	  and	  verifica4on	  of	  reliability	  &	  safety	  	  
–  YOGITECH	  has	  a	  set	  of	  tools	  (fRTools)	  used	  in	  func5onal	  safety	  for	  years	  

•  Evalua5on	  by	  itself	  cannot	  be	  the	  solu5on,	  verifica5on	  will	  be	  
always	  required	  
–  However,	  evalua5on	  has	  a	  key	  role	  in	  focusing	  the	  verifica5on	  on	  the	  most	  

cri5cal	  points,	  so	  to	  reduce	  the	  verifica5on	  effort	  –	  especially	  for	  the	  new	  
very	  complex	  designs	  and	  applica5ons	  

•  There	  are	  several	  challenges	  in	  early	  evalua5on	  
–  the	  most	  cri5cal	  one	  is	  how	  to	  combine	  circuit	  informa5on	  with	  func5on/

applica5on	  informa5on	  (e.g.	  to	  automa5cally	  link	  EPs	  to	  FMs)	  

•  Within	  CLERECO	  we	  are	  working	  to	  address	  those	  challenges…..	  
–  …YOGITECH	  goal	  is	  to	  integrate	  CLERECO	  results	  in	  the	  roadmap	  of	  

fRTools	  



Thank	  you	  for	  your	  aRen5on	  
QUESTIONS	  ?	  

	  
	  
	  

Via	  Lenin	  132/P	  
56017	  San	  Giuliano	  Terme	  	  

loc.	  San	  Mar4no	  Ulmiano	  (PI)	  -‐	  ITALY	  
	  

TEL:	  +39	  050.86351	  
	  

www.yogitech.com	  
contactus@yogitech.com	  


